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KEK - KMS-provided key encryption key
* Protected by customer’s key management server /
Y

DEK - ESXi-generated data encryption key
* Protected by a KMS key encryption key

VM Data

* Protected by an ESXi-generated

\IM DEK that is encrypted by the
: KMS-provided KEK

EUE—ERENHESAEHEFRIE

spet

6. EXFERTI A
1%iﬁ?7kﬁﬁ1%ﬁﬁ aX A

4.6.1. BRIFFEANPIBZOE
LA MRIE R PR -
ZZ2REM VMware EREFE L - REBIRTEIHE VMware 8052
7S - T ¥SRA S VMware ZH4E ( 80 vCenter ) EBRZ 2 E@HRET - LEBEEREFENEZE

46.2. RFEFE=ZEIE

MIBXE -
4.6.3. SmartCLOUD BIBRFESERIHBE (SLA) TIF
SmartCLOUD EJFEM : 99.99%
52 % (SmartCLOUD RS RIFE)

e SmartCLOUD #B:1l38 : 99.9%
A8 SmartCLOUD ARFEEH R i E AR E

5. @ E IR E =
Iim 48 iS22 e a5 /R Al
2 SR ETIRRL -

5.1. =
G i B R PhE

ESEHEDP ONRAEREEREELENE

% o Zx3 B ERIRIB RN RIR A

HECE#ERY IDC -
PEREAEIEMERSERENZEZHETH

JEE

==
- B

5.1.1.



®

5.1.2.

5.2. 4

5.2.1.

5.3. %

5.3.1.

5.3.2.

% ‘% I@ %m %ﬁﬂawﬁ m& ﬁj UI-43-TW-S-TC_SmartCLOUD_Compute_Security_Whitepaper

TAI FU INTERNATIONAL NETWORK CO., LTD. Version: 240913

R - EERLEESHFENARRX  HEEBERORABIE D/ AENES
e vSphere EMZ2ERE ( AR vMotion ~ EEFEZHEINEE )
e BHEHE
o EHHRE
o INEIAEISIE (AIMNABFRABES - MPLS K ES¥IBEESRE )
M ENRELELEINEEORERERINE - BERBENAELHARERRHEEAS -

i REHIERE

£ SmartCLOUD AR#5 4 - Z== Bl R 1E F8 VMware vCloud Director ( SmartCLOUD Compute
Director ) BEBUEFHEZERBE 8 vIAN EHS - WHBE K EREIAZE (vDS)
AT - vIAN BT —AHARMEERIENRENE  ERNABZEEFAETERR
i EEMEER LEEMRIRMERE OSSR - BRERETEERBREPA
HihE P2l -

B ZEEE

EIESVIDAe
BB IEIN KGR IRE - AR EE TR DS AERE L EMRE
DEBBERREKE - BESUER  URESHERBINENERES - 57
EREE - tERERAENERK EZRUERBERABKE - KA AT
= BIEEIS E IR N E SR IS PR BRE S 2 BV IRE M RENGC B EE - HRLIERS
BN Z REMEE - AIBTRIBMHERRHLZZTRETES - REHBRE
£ E SIS PRV B R S E 2 R U E RS ERERMKGE -
AE 0 BR
EEfERERREEESCHMRT  JUAKREERKESERREE
WER - BEIRIMBLEZSERS - 2
o fUNAEMTIHE (ARP) ERER : WEEEZIRIF ARP RIBLIERRET MAC A 1P UL - %
MEAELERNWERRE - EFNFERZS - WITHHERTS (Dos) KEL
VUL 75 TURK IR A S B9 B /Y;
o PHEAKWE (MITM): REZEBHA LEORERENEE  WHHBETEN
BN R E TS A EAH1E;
o ERNE . BNENEBERAR DRENEEIE  EMBNABEHEANEZER



W

5.3.3.

%‘% @ %m gﬁﬂawﬁ m,‘ j UI-43-TW-S-TC_SmartCLOUD_Compute_Security_Whitepaper

TAI FU INTERNATIONAL NETWORK CO.,, LTD. Version: 240913

ThEF

P IE R IR 77 EX
REERERABLENEZRIEZER DA RANITLENBEN A E -

FREEMIBIE « HE - DIRERESEWAEL - BRZZBiEM
o TEIEH= HEADEINMEIESRISIZER ( ACLs ) ;
o TEFHE M IPsec FREE;
TEARRE P E R RA KIS AR BIF M = B E A K AE R B E R BN - HE - UK
IR R ETTIRE -

6. EFEEMHLE

6.1. ETZE=HEN#R

6.1.1.

6.1.2.

REFRFIBEMETIHAZSMENZEHBIIR - TREHE - RENRERERR
REEZEPWEAHEEM -

BUENEEEEBNHE TV ESMERA BRI BBEG - BUETREBEHET
EMEMBET - KENARSRNERBBIIR -

6.2. E T#EPRIZEHI

6.2.1.

6.2.2.

BUREBFEETHE—ERE—NEARS - WIRKIENEERFRASAREMALR -
METHE - HEARRKSHIENER -
EEBRHERERHFER " &EER., WRR - §—UEAE L ZMRE FEEHTK
BB E T IFRIRZNREER - & ﬁﬁ?—ﬂﬁﬁﬁ@@ﬁ%ﬁ}f%QTFEEJZ%EHE’\J;?’_J—E'éE%D
BEFAE - —HZRER - REBIEFENEFE TREMEEENAERREENL N ERNE
FER -

o EPEIRMEBN - - K/,

o EFHIEBSEM - B - K/

o EFMKARIE (VLANID ) FERREM 1P EE;

o EFERENERRTE BRNEARZE;

o HMMMAEFHEBEBEANVEHEET -



W

%‘% @ %m gﬁﬂawﬁ m,‘ j UI-43-TW-S-TC_SmartCLOUD_Compute_Security_Whitepaper

TAI FU INTERNATIONAL NETWORK CO.,, LTD. Version: 240913

6.3. TE1ZiE Mt

6.3.1. HNFEBEABEEIMZMA ( B4E SmartCLOUD RIFFE ) WEZEIR/E (WHAF D -
HER - BIFFAENS ) WEFHSHFATRILERT - EERZENRIERE
RETES -

632 EENRAFRMFHATHTETRFERE  HBRUJETEN - EPRIJLUESB
SmartCLOUD Director FEBEEFMHEEH -

6.3.3. REEREFE PR IFEETRENCHFLRE (L2REFM) HHEES
RIS REEN - FiB HSc#t 2/ MRER 180 K -

6.4. AP R5E

6.4.1. SmartCLOUD ¥ ERFTZEBIERE - SPEREAFEEFEURE  ZBHREESR
VA 10 EFrT - AXNRFE - BUMKGIRESHN - REEREEIFR PR ERE
WEENSRER -

6.42. ERTFEHMEEIEEA SmartCLOUD FEMRKHM ML ERERE - BRFR TRZEWA

AP BREEN  EFEWAREZEEEF I ERIFHRIANA—REE -

1. RIFEEE

7.1. RIBERAE

. RAEEPHO - EEBETARENEFPNERBIEE - EEEPRLRBHKRE -
EEEETRESRBAEREEZSE - TERENOH .



W

8. SlIREr 2R

8.1. BlizEH

8.1.1.

EPRIBHE
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TAI FU INTERNATIONAL NETWORK CO.,, LTD.

Customer calls Taifu CS hotline to initiate
a service request

4

Taifu CS hotline staff performs customer
identify authentication procedure

4

Taifu CS hotline staff creates a ticket in
the CRM System and sends the
“SmartCLOUD Compute Change

Request Form™to customer

A3

Customer fills in the"SmartCLOUD
Compute Change Request Form™with
signature and company chop, and sends
it back to Taifu

<>

Taifu cloud operation manager approves
the change request

L

Taifu cloud operation staff commits the
approved change

dL

Taifu CS hotline notifies Customer that
the change request is completed
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Taifu Cloud operation staff ensures
customer’ s virtual machines are all
powered off

&

Taifu cloud operation staff disables
customer’ s login account

J

Taifu cloud operation staff
decommissions all the virtual machines
in customer’ s SmartCLOUD Compute

resources pool

Taifu cloud operation staff
decommissions customer s
SmartCLOUD Compute resources pool

&

Taifu cloud operation staff deletes
customer’ s datastore in VMware

<

Taifu cloud operation staff deletes
customer’ s LUN in SAN storage

!

At customer’ s request, Tify cloud
operation staff uses data shredder
software to data wipe customer's
datastore

d

Taifu cloud operation staff removes all
the related configuration of that customer

8.2. EFEIRMEIUL

8.2.1. REEREET EMEREF AN EEIEE SRR,
822 HEBBEETREMELEFFTIAN SmartCLOUD AR ZE AMRSE ( SmartCLOUD

Compute Director / SmartCLOUD Compute Reporter ) °

8.3. R BRI BUIR IR 2R

8.3.1. REBIRHEETREMMREFAENERKESE -
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